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A Layered View of Data Technologies for the Water Distribution Network 
 

There is more to water distribution than pipes and valves. Today’s water 
networks are becoming smarter, with utilities managing an increasing 
flow of data, and not just water. When discussing the “Smart Water 
Network”, which we take to be the entire system of data technologies 
connected to or serving the water distribution network, it is informative to 
separate its components into layers.  
 
Just as communications protocols or computer systems may be described 
as layers with distinct functions, with interaction typically occurring 
between adjacent layers, the following layer model should help guide a 
meaningful discussion of water network data systems. Each of the layers 
in the model can be made more intelligent, and the network as a whole 
can become smarter by applying the right solutions to the relevant layers.  
 
 
The physical layer is comprised, as its name 
suggests, of the physical elements enabling 

the distribution  
 and delivery of  
  water along the 

network. Generally speaking, these are the “wet” 
components which deal (only) with water. Pipes, 
pumps, valves, pressure reducing valves (PRVs), 
reservoirs and delivery endpoints are all part of 
the physical layer. These are data-less elements, 
that typically perform mechanical, hydraulic or 
chemical functions. While the physical layer does 
not have data interfaces, it can be controlled 
using data collected in the next layer – sensing 
and control. Although there may be valuable 
innovation and design in this layer, any system 
which is purely focused on the physical layer is 
not a part of the data technologies of the Smart 
Water Network.  
 
The sensing and control layer is comprised of 
equipment and sensors that measure parameters 

of the water  
  delivery and 

distribution 
(such as flow, pressure, water quality parameters, 
reservoir levels, water temperature, acoustic 
information and more) and remote-controlled 
devices enabling to remotely operate the network 
(such as remote-controllable pumps, valves, and 
pressure-reducers). 
 

In essence, the sensing and control layer is the 
only interface between the network operator’s 
data systems on one side, and the physical layer 
on the other side, enabling the connection of the 
“smarts” of the Smart Water Network to the 
real, physical network. Elements of this layer 
typically have one “wet” end or aspect with 
direct contact or relation to water (such as a 
valve or the mechanical end of a flow sensor), 
and one “dry” data interface (such as a valve 
controller input, or a sensor’s data output). 
 
The collection and communications layer is 
responsible for discrete data point collection,   

 transmission, 
  and storage,  
   in particular 

with the aim of timely availability at a central 
location (where other processing may ensue), or 
similarly, the timely distribution of automation 
and control signals from utility systems to 
endpoints throughout the network. Data loggers, 
SCADA, AMI, and other technologies related to 
data transfer (without creating the data and 
without significant data processing) are all part 
of this layer.  
 
This is the first “dry” layer, as it only moves data 
between the sensing and control layer and the 
higher layers.  
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About SWAN Forum  
 

SWAN – The Smart Water Networks Forum – is a worldwide 
industry forum with the vision to promote smart water 
networks for the future using data technologies for water 
networks.  
 

SWAN brings industry leaders together to exchange 
information and ideas, promote awareness, effectiveness, 
and use of smart data systems for water networks. 
 

The forum encourages targeted discussion to: 

 Create and report upon the methodologies, standard 
 performance indicators, and best practices 

 Raise awareness for smart water networks 

 Develop new approaches and solutions to improve 
network operations 

 Share members’ experience, case studies and research 

 Promote interoperability, synergy and common 
measurements 

 

Contact us at info@swan-forum.com.  
 

 
 
 
 
 
 
 
 
The data management and display layer is 
where data from different sources comes 

together and  
 may be used by  
  operators. It 

may be pre-processed, stored, transferred, and 
accessed by central systems. Similarly, this is 
where human operator commands or 
instructions from higher-level systems are 
interpreted into concrete device settings (e.g. 
changing to a named network configuration may 
imply switching several pumps on or off, 
changing valve states, etc.). Obviously, this 
interfaces with the underlying communications 
infrastructure on one side, and with a human 
operator or with other central data systems on 
the other side. 
 

This layer is often characterised by a collection of 
generic (non-water specific) or standard solutions, 
e.g. to validate, archive, and display numerical 
data, and/or by tailored or home-grown systems, 
with a fair amount of IT integration behind the 
scenes of the more visible user interfaces. The 
dashboard applications provided with many SCADA 
systems (or developed in-house at various water 
utilities) often fall into this layer, with some data 
validation and the display of multiple data streams 
graphically and in context, etc. Other components 
in this layer include data repositories, GIS or 
network schematic visualisation tools, control 
room systems with simple alert rules, graphical 
control interfaces, water balance applications, and 
fixed-rule feedback automation. 

 
  
 
 
 
 
 
 
In addition to water network data, this layer can 
also aggregate or use data from other operational 
systems, such as information from workforce 
management systems, asset management, and so 
on. As such, this layer may also be seen as 
interfacing with data sources outside this water-
centric layer model, perhaps part of a more generic 
enterprise data structure. This layer is also where 
data from external sensors (e.g. temperature, 
humidity) can be blended in with the network data. 
 
Layers 4 and 5 are typically where human 
operators typically interact with the Smart Water 
Network. 
 
The data fusion and analysis layer brings 
together raw input data (typically from the data  

 handling and 
v visualisation  
     layer) and 

derives processed information or knowledge 
which was not previously obvious or trivial from 
the data as collected. The resulting information 
may be displayed to a human operator, passed 
on to further analysis within the layer, or trigger 
automatic action by means of the data handling 
layer (or directly via the communications layer). 
The value of this information comes from sifting 
through the flood of data from multiple samples, 
data sources, and even data types, to extract 
high value information, in the form of alerts on 
problems, automated responses to system 
changes, high-level summaries, network 
forecasts, etc. 
 
Components in this layer may include hydraulic 
modelling systems, network infrastructure 
monitoring, smart pressure management, smart 
(not fixed feedback) pumping or energy 
optimisation systems, and more. Decision 
Support Systems also fall into this layer. 
As the layer most distant from the physical layer, 
requiring the most sophisticated intermediary 
data systems, this layer is obviously the least 
developed in today’s Smart Water Network, but 
contains many promising emerging technologies, 
en route to a true “Smart Water Grid”. 
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